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Executive Summary 

 

Team 10 is a group of four senior Electrical & Computer Engineering students: Andrew Davis, 

Brian DeVries, Jonathan Engle, and Jared Haan. Each group member attends Calvin College—a 

liberal arts college located in Grand Rapids, MI—and will graduate with a Bachelor of Science 

in Engineering (B.S.E.) with an electrical and computer concentration in May of 2017. This 

group was formed with the goal of completing a senior design project over the course of the 

academic year. This project is for Calvin College’s engineering capstone course, ENGR-339, 

which emphasizes team management and engineering design. The senior design course spans 

two semesters, with the second-semester course, ENGR-340, emphasizing the prototyping, 

testing, business analysis, and completion of the major design project. 

This report discusses the design, research, business plan, and feasibility of an electronic system 

called IdentiKey. IdentiKey is a novel system that addresses a long-standing commercial 

problem: the organization and storage of a large number of keys. Large organizations must 

maintain massive sets of keys in order to control building and individual room access. The 

immense size of these key collections makes it difficult to efficiently organize and distribute the 

keys. 

IdentiKey aims to mitigate the challenge of mass key management by automating the 

organization process. Users will be able to return and dispense keys in a simple, quick, and 

secure manner. Managers will be able to control access to different keys and reference records of 

key access easily. IdentiKey aims to solve the problem of mass key management by reducing the 

effort and time required by users while improving overall security.
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1. Introduction 

1.1 Project Background 

Many companies/institutions such as Calvin College have large collections of keys that are used 

for access to dozens or even hundreds of unique locks. These keys are a necessary burden 

because the school/organization cannot distribute master keys freely. Rather, a unique key is 

required for many doors and buildings. As a result, institutions end up with a quantity of keys too 

large to easily manage in an organized and efficient manner. 

Three major aspects of traditional approaches to mass key management—key retrieval, key 

return, and security—are inept and cumbersome. An example of a traditional key management 

system, used by Calvin College’s Physical Plant, is shown in Figure 1 and Figure 2. With this 

system, keys are stored on hooks in locked cabinets. Each key is assigned a hook, which is 

labeled on a separate sheet. 

 

Figure 1: First Key Storage Example 
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Figure 2: Second Key Storage Example 

In the traditional key management system used by Calvin’s Physical Plant, when a key needs to 

be used the user must read the key reference sheet to determine which hook the key should be 

on. Then the user must look through the cabinet, find the proper hook, and hope the key is there. 

If the last person to use the key placed it on the wrong hook, or on no hook, the user may not be 

able to find the key at all without manually searching through all keys in the cabinet. 

Alternatively, if the key is not on the assigned hook, it may be in use by another employee. In the 

case that it is currently being used, the searcher’s only way to determine who has the key, and 

when it was taken out, is to reference a separate data sheet that is supposed to be filled out upon 

every key use. However, this system of manual record keeping is open to the same problems of 

human error and negligence. 
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When a user is finished with a key, he/she must manually return it to the proper hook. The user 

must use the hook reference sheet to determine which hook a key goes on, then manually find the 

hook and place the key there. The returning system introduces high potential for human error. If 

a user is in a rush, he/she may throw the key in the cabinet, rather than properly placing the key 

on the correct hook, which is visible in Figure 2. Additionally, it is possible that the user returns 

the key to the wrong hook. This can be detrimental to the efficiency of the system since the next 

person to need the key will have to manually search through all keys in the cabinet to find the 

proper key. If the user takes the time to properly return the keys, this process can be time-

consuming, especially if he/she is returning several keys at once. 

Security of the keys is managed by placing the key hooks inside of a cabinet that can be locked. 

However, this broad approach to security fails to manage the security of individual keys. If a user 

needs access to one key in a cabinet, he/she will need access to that entire cabinet, and therefore, 

he/she will have access to all of the keys in that cabinet. Additionally, any key can be taken with 

no way to ensure that an accurate record of the use of the key is kept. Any person with access to 

a cabinet could take any key inside and decide not to record his/her withdrawal. This would 

make it impossible to look up the last person to use a key after a security breach situation. 

Because of these insufficiencies, traditional systems of mass key management are insecure and 

prone to human error. Current implementations have room for substantial improvements in order 

to make a more effective system. 

1.2 Team Description 

Team 10 is comprised of four senior electrical and computer engineering majors. The knowledge 

and experiences of each team member will be vital to the success of this project, as it will 

involve both hardware integration and software development. Each team member brings 

different experiences to the table, ensuring that Team 10 has four bright and determined minds to 

get the job done well and on time. The members of Team 10 can be seen below in Figure 3. 
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Figure 3: Team 10 

 

1.2.1 Andrew Davis 

 Drew is a senior electrical & computer engineering major 

with a Computer Science minor. He grew up in Hamilton, 

MI. Drew’s interest in engineering stemmed from his 

interest in the technology and computers that he grew up 

with. This interest progressed into a lifestyle as he began his 

studies at Calvin. At Calvin, Drew is currently the President 

of the IEEE Student Chapter. 

In the summers of 2014 and 2015, Drew interned at JR 

Automation in Holland, MI. He worked as a controls 

engineering intern. In this position, he assisted with the implementation of automation solutions 

both in Holland and at customer plants, including Corning and Tesla Motors.  Last summer he 

worked as a research intern in the Electrical and Computer Engineering Department at Carnegie 

Mellon University under Dr. Shawn Blanton. While at Carnegie Mellon, alongside Jonathan, he 
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worked to develop a system that utilized machine learning to reduce the size of post-silicon test 

sets on integrated circuits. 

Outside of engineering, Drew enjoys rock climbing, tennis, browsing Reddit, taking weekend 

trips, and finding new life experiences. 

1.2.2 Brian DeVries 

Brian is a senior electrical & computer engineering major 

at Calvin College. He hails from a small family farm in 

Loveland, CO where his interest in engineering began. 

Brian grew up learning the trade of carpentry from his 

father, as well as the mechanics of tractors and the basics 

of farming from his grandfather. Due to the 

encouragement of his family to learn to fix things when 

they were broken, his innate curiosity, and his knack for 

math, he decided to see what Calvin College engineering 

had in store for him. 

Throughout the past four years, Brian has worked as a leader at a summer program, in a 

woodshop in Colorado, and as an athletic field maintenance assistant at Calvin College. Brian 

has taken the opportunity to learn on his own despite the lack of an internship, learning to use 

Arduino and applying his academic knowledge to the real world. 

Not only does Brian have a curiosity for how things and systems work, but he also has a deep 

appreciation for the outdoors. Some of his other interests include electronics, woodworking, and 

variety in physical activity. However, Brian and his wife have a hedgehog, puppy, and fish as 

pets that keep them very busy during the school year. 
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1.2.3 Jonathan Engle 

Jonathan is a senior electrical & computer engineering 

major and mathematics minor from Troy, MI. Jonathan’s 

love for electronics began at an early age when he became 

fascinated with anything and everything in his home that 

was powered by electricity. This passion continued to 

grow in high school both in the classroom and at his first 

job working as an assembler in a small electronics 

manufacturing facility. During his time at Calvin College, 

Jonathan has been involved in Resident Life leadership 

roles including Dorm Treasurer and Resident Assistant; 

Jonathan also currently serves as the Vice President of Calvin College’s IEEE Student Chapter.  

In the summer of 2015, Jonathan interned at Continental AG in their Body & Security division in 

Troy, MI where he worked on project testing/integration, circuit prototyping and debugging, and 

system requirements. This past summer, the summer of 2016, Jonathan interned at Carnegie 

Mellon University’s Center for Silicon System Implementation (CSSI), specifically the 

Advanced Chip Test Laboratory (ACTL), in Pittsburgh, PA in which he and Drew worked 

alongside a CMU professor and Ph.D. student to develop a system that minimizes JTAG test sets 

utilizing machine learning. 

Outside of school, Jonathan is an avid music and art lover. He enjoys tinkering with audio 

electronics/programs, staying active, and playing all sorts of card/board/video games. 
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1.2.4 Jared Haan 

Jared is a senior electrical & computer engineering major 

from Munster, IN. Jared first became interested in 

engineering in high school when he took his first electronics 

and CAD classes. His love for science, problem solving, 

and design pushed him to continue learning about 

electronics both in his studies at Calvin and on his own. 

While at Calvin, Jared has served on dorm leadership as a 

Social Events Team member and currently serves as the 

Treasurer of the IEEE Student Chapter. 

In the summer of 2016, Jared interned at GE Aviation in 

Grand Rapids, MI. During the internship, he worked on process alignment and simplification as 

a systems engineer. He was able to consolidate many of the project/product management 

processes and documents at GE. In previous summers, Jared worked as a crew leader for C&T 

Lawn and Landscape in his hometown. 

Outside the academic realm, Jared enjoys many outdoor activities such as hiking, camping, and 

biking. He also has a passion for music and plays the guitar and trombone. Jared's love for the 

outdoors has also spilled over into a love for small animals, mainly hamsters. 

1.3 Abbreviations/Acronyms 

CPU:  central processing unit 

 DDR3:  double data rate three 

 DSI:  display serial interface 

 ENGR: engineering 

 GB:  gigabyte 

 GHz:  gigahertz 

 GPIO:   general-purpose input/output 

GUI:   graphical user interface 

 HDMI:  high-definition multimedia interface 

 ID:  identification 



 

8 
 

 I/O:  input/output 

 KB(/s): kilobyte (per second) 

 LCD:  liquid crystal display 

 MB:  megabyte 

 MHz:  megahertz 

 mm:   millimeter 

 PWM:  pulse-width modulation 

 RAM:  random-access memory 

 RFID:  radio frequency identification 

SD:  secure digital 

SRAM: static random-access memory 

UID:  Universal Identifier 

 USB:  universal serial bus 

  

2. Project Management 

2.1 Team Organization 

In order to complete the project in a timely and efficient manner, tasks and roles will be divided 

amongst the members of Team 10. This allows multiple parts of the project to be completed at 

the same time, ensuring a streamlined approach to the project. The task categories were divided 

up primarily based on the different hardware components or “blocks” of the final system. 

Drew is responsible for the research and implementation of the automation component of 

IdentiKey. This is the step between when a key is deposited and when the key is in storage. He is 

also in charge of the implementation of the selected CPU and storage mechanisms. The CPU will 

serve as the “central hub” to which all other hardware components of our system will be 

connected. 

Brian is also responsible for the implementation of the CPU alongside Drew. In addition, he will 

take the lead on key storage, which needs to store keys as efficiently as possible. Brian will also 
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be serving as the primary contact between Team 10 and the Calvin College’s physical plant - the 

primary client and beneficiary of this project. 

Jonathan is serving as the webmaster of Team 10; he has created and will maintain Team 10’s 

website to accurately reflect project progress and project milestones as well as post important 

documents for public view. Jonathan is tasked with researching the user input and interface 

systems as well as the key identification system(s). 

Jared is serving as Team 10’s treasurer; he is in charge of approving and reviewing every 

purchase that Team 10 will make to ensure that the team stays within the allotted budget given to 

them in the ENGR-339 course. The components/systems that Jared is researching are the 

automation and storage solutions alongside Drew. He is also assisting Jonathan in implementing 

the user input and interface systems. 

All the members of Team 10 provide input to schedule, budget, and document the project. Team 

meetings are held at least once a week, or as needed to meet the deadlines of the project. Most 

team meetings are used to discuss design alternatives after each member has done his respective 

research. Meetings are also used to review documentation, revise the schedule, and approve 

expenses. All project documents and other documentation are kept on Team 10’s shared Google 

Drive. This ensures easy access and collaboration for all of the team members.  

2.2 PPFS 

The Project Proposal Feasibility Study (PPFS) is to be completed by the assigned due date for 

the ENGR-339 Senior Design course. This document was broken down by section and each 

section was assigned to a team member for a rough draft to be completed. Once all of the 

sections had been completed, the group met to work through any questions the team members 

had on individual sections. This draft was then given to our team advisor, Professor Mark 

Michmerhuizen, who provided insights and comments for moving forward with creating the final 

version of this document. 

2.3 Website 

Another requirement for this course is to create and maintain a website for our team. This 

website contains information about our project, the team’s current status, and archives of 

presentations and documents. Team 10’s website can be accessed via 
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<http://engr.calvinblogs.org/16-17/srdesign10/> and is actively maintained by Jonathan. 

Jonathan will be responsible for uploading important documents and presentations to the website 

as they are completed. 

2.4 Oral Presentations 

 In addition, four oral presentations are required for ENGR-339 and ENGR-340. Two of these 

four oral presentations were given in the fall semester for ENGR-339. Because each member of 

Team 10 is required to talk at least once during these four presentations, it was decided that each 

team member would give one full oral presentation. For ENGR-339, Drew gave the first oral 

presentation and Brian gave the second presentation. The goals of these presentations are to 

update the class on the project status, present challenges and obstacles that the team is currently 

facing, and answer any questions from classmates or professors regarding our project. Jared and 

Jonathan will give two more oral presentations in the spring during ENGR-340. 

2.5 Schedule 

In order to facilitate a smooth flow of work throughout the semester, a detailed schedule was 

created using Microsoft Project and exported to a second planning software, Asana. The 

schedule was based on senior design class deadlines and expectations. All tasks were broken 

down into subtasks of eight hours or less and assigned a start date, end date, and estimated hours 

required. The full schedule for the project can be seen in the Appendix; a list of the major tasks 

for the fall semester is shown below in Table 1: 

 

Table 1: IdentiKey Major Tasks for Fall 2017 

Task Name Estimated Work Start Finish 

Brainstorming 8 Hours Fri 9/9/16 Fri 9/16/16 

Requirements 3 Hours Mon 9/19/16 Fri 9/23/16 

Team Collaboration 48 Hours Fri 9/9/16 Fri 9/16/16 

Research 45 Hours Mon 9/19/16 Mon 11/14/16 

Documentation 63 Hours Mon 10/10/16 Mon 12/12/16 
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2.6 Budget 

Team 10’s assigned budget is $500. It is the team’s goal and desire to stay within this budget, if 

possible. Jared is in charge of maintaining the budget and updating it as needed. This budget will 

be used as a management tool to guide some of Team 10’s decisions concerning design 

alternatives. Desired components that will compromise the budget may have to be substituted for 

a cheaper or lower quality option. If no suitable substitutes exist and the budget must be 

compromised, Team 10 will meet to reassess the scope of the project and the possibility of 

increasing the budget. All project expenses and budget updates will be approved by the team as a 

whole and will be subsequently carried out by Jared as the team’s treasurer. 

2.7 Method of Approach 

Team 10 proposes a solution that addresses the burden of mass key management. We propose a 

system that automates the process of key sorting, storing, and access. The goal of this system is 

to make mass key management quick, convenient, and secure. 

The system will simplify user interaction with the sorting system, thereby eliminating the 

potential for human error. Rather than depending on users to retrieve and return the keys to the 

correct position in an arrangement, the system will have an entry and dispense procedure that 

will allow users to return and retrieve all keys in the same simple manner. 

Additionally, the security of the system will be greatly enhanced from traditional 

implementations. A user will be required to enter personalized credentials. Every set of 

credentials will have access to a unique set of keys based on his/her employee position and what 

keys he/she needs access to. Every key access will automatically be recorded so that other users 

can see who has checked out a key that they may need. The records will also enable the usage of 

keys to be inspected retroactively in the case of a security breach so that it is clear who had 

which keys during specific times. 

3. System Design 

3.1 Design Norms 

While working on IdentiKey, Team 10 is making it a priority to develop a solution that affirms 

and upholds our values as future Christian engineers and bearers of God’s image. 
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3.1.1 Delightful Harmony 

Delightful harmony encompasses the user experience and the aesthetic look of the finished 

product. IdentiKey will be a system that is pleasing to the eye as well as one that is simple and 

intuitive to use. 

3.1.2 Trust 

Trust involves the marketing of the final product and transparency throughout the production 

process. Because IdentiKey will be a system that holds items that should stay in the right hands, 

it will need to be one that is safe and secure. A user will feel comfortable with relying on 

IdentiKey to do what it is intended to do. 

3.1.3 Caring 

Throughout the project planning and implementation process, Team 10 must exhibit care. 

Fundamentally, caring means to not only think of others but also to act on kind thought and put 

words into practice. IdentiKey will save time and eliminate frustration. One of the major reasons 

for creating our system is to alleviate stress on an individual and make a usually mundane task 

easier and less time-consuming. 

3.2 System Requirements 

The IdentiKey project is an unsolicited project. Therefore, a client did not lay out the system 

requirements; rather, the requirements were generated based on the underlying problems of mass 

key management. The requirements for IdentiKey can be seen in the list below: 

 The key storage and retrieval system shall accept keys from the user and sort them 

according to what the keys access. This detection and sorting should be done with 95% 

accuracy or more and within 15 seconds.  

 Upon the user request for a key, the system shall dispense the appropriate key and no 

other keys to the user. This retrieval should be done within five seconds of the user’s 

request.  

 The system should be powered by a 120-volt wall outlet for easy positioning within 

buildings and shall retain its data despite losing power.  

 The data shall be tracked and easily accessible through a user interface.  
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 Along with tracked key data, the system shall be physically secured from theft to prevent 

keys from being stolen. System access shall be granted by a secure and user-unique user 

identification protocol.  

These requirements are to ensure the goals of the system and to set a standard when developing 

the system. Requirements are very important and Team 10 will strive to meet these requirements 

with design norms in mind. 

3.3 System Architecture 

3.3.1 Hardware System Architecture 

Below in Figure 44 is the basic proposed hardware architecture in which all hardware 

components “talk” to one another. The Raspberry Pi 3 will act as the main connector of all the 

hardware components. The way in which the hardware components interface with one another 

will be dependent on whether the user is depositing or retrieving a key, which is determined via 

the user interface. 

 

 

 

 

 

 

 

Figure 4: Hardware System Architecture 

 

3.3.2 Software System Architecture 

The software block diagram and explanation will become clearer once the automation and 

storage selections are complete and finalized. The software required will be dependent on the 

automation solution selected (robot, actuators, etc.) which will require programming via the 

Raspberry Pi 3. The user interface and RFID systems will also require software in order to 

communicate with the Raspberry Pi 3. 
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Several open-source libraries were selected as the foundation for programming the RFID reader. 

Once the libraries are installed and the reader is properly wired to the CPU, programs will be 

able to be written to control the reader from the Raspberry Pi 3. Additionally, the data collected 

by the reader will be able to be conveyed back to the Raspberry Pi 3. 

An open source Python library called Kivy was selected as the building-block of the GUI. Kivy 

is a free, open-source, and cross-platform Python library for rapid development of applications 

that make use of innovative user interfaces, such as multi-touch applications. In our case, this 

Python library will prove to be useful for programming the GUI that will be displayed on the 

Raspberry Pi 7-inch touchscreen display. 

4. Business Plan 

4.1 Potential Customers & Target Market 

The potential customers for this product are large organizations that have hundreds to thousands 

of keys. These large institutions often want to prevent employees from having total access to all 

areas of a building or campus, making a master key impractical. Some possible customers that 

have these problems are colleges and large businesses. Colleges often employ student workers 

that are allowed only limited access to the campus and therefore require a specific set of keys. 

Large businesses may employ outside companies to do work on their campus (e.g. janitorial 

services, external consultants, repair services) and want those companies to have limited access 

to their campus. Other large business may have many vehicles that all have specific keys (e.g. 

trucking companies, taxi services). These companies need a way to easily identify and store 

those keys, which will provide quick and easy access to a specific vehicle. 

Of these many potential customers, we will primarily be targeting college campuses. We will 

specifically target Calvin College, since we are working closely with their physical plant to 

provide a unique solution to the key storage problem. Once implemented at Calvin College, 

IdentiKey’s design can be easily and minimally modified to fit other college campuses or large 

businesses. 

4.2  Distribution Implementation 

Concerning the distribution of our product, we will only be creating one prototype of IdentiKey. 

This prototype will be implemented on Calvin College’s campus as a model for future products. 
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Because IdentiKey will already be able to handle any type of key or set of keys, it will require 

minimal modifications in order to be implemented at another organization. This means that the 

production and distribution processes for IdentiKey for different customers will be virtually the 

same. The only process that will differ based on the customer is the implementation process. 

Since each organization will have different keys, the identity of those keys must be logged into 

the memory of a specific IdentiKey unit on a location-by-location basis. Thus, each IdentiKey 

unit will have a unique set of keys stored in its memory that is specific to a customer. Because of 

these unique data, it will be difficult to mass produce IdentiKey and sell it wholesale. Future 

products will therefore be sold retail directly from our website. This will allow us to implement a 

just-in-time manufacturing model where products are built and distributed based on the current 

demand. In addition, we will then be in direct contact with our customers and will be able to aid 

them in the implementation process by adding their specific set of keys into the memory of an 

IdentiKey unit. 

4.3 SWOT Analysis 

4.3.1 Strengths 

The strengths of IdentiKey lie in its comprehensiveness. There are similar products on the 

market, such as Traka’s Intelligent Key Management System, but none that offer the same range 

of capabilities as IdentiKey. IdentiKey provides the same basic functionality as other key storage 

products: security, key identification, and simple user interface. However, IdentiKey also fully 

automates the key storage process, unlike any other key storage products. This eliminates human 

error when putting the keys in their proper storage location. IdentiKey also provides the user 

with information about the key being stored or retrieved, takes care of the case where there are 

multiple copies of a single key, and retains information about who currently has a certain key 

(based on the user ID before a key is accessed). All this ensures that a user will always be able to 

find and obtain the correct key. IdentiKey is also capable of handling a large number of keys at 

once, unlike other similar products on the market that are capable of handling only 20-30 keys. 

4.3.2 Weaknesses 

The weaknesses of IdentiKey could lie in its size and price. IdentiKey will most likely be slightly 

larger than other products on the market and will take up more floor space. Of course, this 

coincides with the fact that IdentiKey will also be able to handle more keys than traditional key 
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sorting products. IdentiKey will also most likely be more expensive than other products given 

that it is a more sophisticated and complicated machine. Both of these drawbacks could prompt a 

customer to choose a cheaper, smaller option. 

4.3.3 Opportunities 

The opportunities for IdentiKey lie in the fact that it is taking advantage of a relatively small 

market. There is only a small number of key sorting and storing products on the market, and 

those that exist are not nearly as sophisticated or capable as IdentiKey. This presents the 

opportunity for IdentiKey to become the premium key sorting product on the market. In addition, 

the opportunity exists for IdentiKey to make RFID tags unnecessary. With a larger budget and 

further advances in technology, IdentiKey could implement a machine vision system to identify 

keys. This would eliminate the need to add RFID tags to the keys and thus reduce the initial cost 

of implementing a key sorting machine such as IdentiKey. If a machine vision system were 

implemented in IdentiKey, it would have yet another advantage over other similar products.  

4.3.4 Threats 

The threats to IdentiKey lie in changing trends in technology. Card swipe readers or RFID 

scanners are replacing many door locks. In addition, many cars are switching over to push-button 

ignition instead of key ignition. These trends reduce the need for physical keys and, therefore, 

the need for a large key sorting machine. As the number of physical keys diminishes, other 

smaller key sorting products may become more appealing to customers. However, physical keys 

will not become obsolete anytime soon due to the expense of new door locking technologies. It is 

not practical for businesses to replace every single door lock with RFID scanners, especially 

when it is a low-use, low-security door, such as a janitor closet. Key cards may also have issues 

when the power fails, prompting businesses to keep physical keys on hand, even after installing 

RFID scanners. 

4.4 Cost Estimate 

The only components that have been purchased thus far are the Raspberry Pi 3, the LCD 

touchscreen, and the RFID reader. These components cost $38, $72, and $8 respectively. The 

Raspberry Pi 3 was funded by the Engineering Department for use in our Computer Architecture 

lab project, and is therefore not included in our project costs. The remaining costs amount to $80, 

leaving $420 in our budget to fund the rest of the project. Our foreseeable major remaining costs 
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include a motor drive and conveyor system for the automation and storage applications. Also 

included in future costs are materials to build an enclosure for IdentiKey and other miscellaneous 

electronic components that will be determined during the prototyping phase. We project that all 

of these future costs will fit within the prescribed budget of $500. 

5.  Design Alternatives & Selection 

The solution to the problem involves the integration of several hardware components. There are 

several options available for each hardware component, but ultimately only one will be chosen 

for each. Therefore, the research in each area of our design is very important in determining 

which alternatives will be the most beneficial to the project. 

5.1 CPU 

The first component of the system, which is a driving factor behind the decisions for additional 

components, is the CPU. This component will serve as the brains of the entire system. The 

options for the CPU are the familiar Raspberry Pi 3 and the Arduino Uno, as well as the less 

familiar BeagleBone Black. The three alternatives were analyzed based on their ability to satisfy 

three essential criterions: low cost, efficiency, and ability to render a user-friendly design. 

5.1.1 CPU Alternatives 

First, the Raspberry Pi 3 offers several attractive features. It has four USB ports available, 

allowing interfacing with other USB components. There are also 40 GPIO pins that can serve as 

connections between additional Raspberry Pi CPUs, Arduino boards, or other serial components 

such as an RFID tag reader or a display screen. The Raspberry Pi offers one GB of RAM on 

board with a 1.2 GHz processor, as well as a port to attach an SD card to hold more information 

and data to expand its memory storage capabilities. An onboard HDMI and graphics connection 

offer versatility when displaying information. 

The next CPU option, the Arduino Uno, has data storage of approximately 32 KB flash memory 

and 2 KB SRAM. It also has a clock speed of only 16 MHz, and 26 total IO pins. The Arduino 

quickly processes incoming signals from sensors. This makes it useful for instances of smaller 

data requirements on the chip, but more rapid response times necessary with sensors involved. 

Finally, the BeagleBone Black, which essentially serves as a combination of the Raspberry Pi 

and Arduino platforms, was considered. It offers up to 92 IO pins, a single USB port, a clock 
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speed of 1 GHz, 4 GB of flash memory, and 512 MB DDR3 RAM. It also offers broad software 

capabilities. 

In summary, the three CPU alternatives that were considered are the Raspberry Pi 3, the Arduino 

Uno, and the BeagleBone Black. The Raspberry Pi has many superior characteristics. It has the 

highest clock speed at 1.2 GHz and maintains its own operating system on which to run 

programs. The graphics abilities of the Raspberry Pi 3 are also superior to those of the 

BeagleBone, and due to the lack of a processor on the Arduino, it has no need for a graphics 

card. However, the Arduino performs better when used with sensors and is very reactive to 

changes in voltage and current. 

Memory capabilities were also an important specification to consider, as the system will require 

an adequate amount of data to be stored in order to keep track of all the keys and user accesses. 

The BeagleBone has the most memory available, followed by the Pi, and then the Arduino. 

Another distinction is the amount of IO each board offers. The BeagleBone contains the most, 

followed by the Raspberry Pi, and then the Arduino. 

5.1.2 CPU Decision 

Ultimately, a combination of the Raspberry Pi 3 and Arduino Uno was chosen as the CPU. The 

decision matrix used to analyze the alternatives is shown in Table 12. The Raspberry Pi offers 

enough processing power and memory to store all the data necessary—it is also easy to use. The 

GPIO pins allow interfacing with other boards to communicate any sensor data needed to be 

processed concerning the key storage. The cost of the Raspberry Pi 3 and Arduino is also 

comparable to the cost of a single BeagleBone Black, giving no advantage to using a single 

board to fulfill the needs of the project. 
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Table 2: CPU Decision Matrix 

Criterion Weight Arduino BeagleBone Black Raspberry Pi 3 Model B

Processing Power 8 3 8 7

I/O Connections 8 6 8 7

Module Availability 8 8 3 8

Documentation 7 8 4 8

Familiarity 2 8 1 2

Cost 4 3 7 7

Ease of Implementation 4 3 4 7

232 226 252Total:  

 

5.2 Key Identification 

Arguably, the most important component of our system is the one responsible for properly 

identifying keys so that they can be properly sorted and stored. For this component, two 

solutions were considered: machine vision and RFID tagging. 

5.2.1 Key Identification Alternatives 

The biggest advantage of implementing machine vision is that the keys themselves need no extra 

electronics attached in order for our system to identify them. The goal of implementing machine 

vision would be to scan a key that a user enters, identify its unique physical properties, and then 

associate those properties with specific key information (based on previously entered user 

data).  There are numerous camera modules on the market that can attach directly to the 

Raspberry Pi 3; one of the camera modules considered was the Camera Module v2, which has a 

Sony IMX219 8-megapixel sensor that attaches to the Raspberry Pi via a 15-centimeter ribbon 

cable. 

Another technology that was considered was RFID tags. Each key would have its own unique 

RFID tag that a RFID scanner could quickly recognize. The system would then know which key 

is associated with that particular tag (based on previously entered user data). The module that 

was considered was the MIFARE RFID Reader/Writer, which includes an MF522 reader board. 

It operates at 13.56 MHz and transfers data at 424 KB/s. 
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5.2.2 Key Identification Decision 

The decision matrix used to analyze the key identification systems is shown in Table 3. 

Implementing RFID tags was chosen as the way to properly and quickly identify keys. The 

biggest reason why a RFID system was chosen was that it was decided that our system needs to 

be able to handle key rings as well as individual keys. In addition, there is simply not a machine 

vision system on the market that is robust enough to scan and remember a complicated physical 

item such as a key while being affordable enough for the team’s allotted budget. 

 

Table 3: Identification System Decision Matrix 

Criterion Weight Vision Barcode RFID

Accuracy 9 3 9 9

Speed 4 4 9 9

Orientation Versitility 6 1 5 8

Cost 5 1 6 6

Ease of Implementation 4 1 5 8

58 197 227Total:  

 

5.3 User Interface/Input 

Another important part of our design is the user interface - the way in which a user interacts with 

our system. Options that were considered were a touchscreen interface and a keyboard input with 

an LCD display. 

5.3.1 User Interface/Input Alternatives 

A touchscreen that would be compatible with our chosen CPU is the proprietary Raspberry Pi 7-

inch Touchscreen Display. The display has a resolution of 800 x 480 pixels and connects to an 

adapter board that handles power and signal conversion to and from the Raspberry Pi. 

A keyboard and/or a pin pad was also considered. A user would use the keyboard and/or pin pad 

to enter his/her login credentials (for user verification) and for selection via the arrow keys. A 

computer mouse in addition to the keyboard/pin pad could be used as well for movement of a 

cursor to select options on an LCD screen. 
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5.3.2 User Interface/Input Decision 

The decision matrix used to analyze the user interface alternatives is shown in Table 4. It was 

determined that a touchscreen is the best option for user input and identification. This way, one 

screen can handle both the user entry and user identification via username and password. In 

addition, a touchscreen streamlines the entire system and exhibits characteristics that add to the 

goal of delightful harmony. 

 

Table 4: User Interface/Input Decision Matrix 

Criterion Weight LCD Screen Touch Screen

User Friendly 9 5 9

Cost 5 5 5

Ease of Implementation 4 5 4

90 122Total:  

 

5.4 Automation 

The part of our design that sets IdentiKey apart from other similar systems is the automation. 

This refers to the component of the system that moves the keys from where they enter the 

machine to their location in storage. The three options considered were a robotic arm, linear 

actuators, and a conveyor system. 

5.4.1 Automation Alternatives 

The first option considered to transport keys through the system was electric linear actuators. 

Actuators have several advantages over other automation options, especially considering the 

other components that will be implemented in IdentiKey. The first advantage is simplicity. 

Linear actuators are relatively simple to use and implement—they have a minimal number of 

moving parts and are driven by a simple input voltage. Actuators are also modular; hooking one 

up to a motor controller circuit allows the user to control the speed, direction, and distance 

traveled by the actuator. In addition, the motor controller can be connected to an Arduino or 

another microcontroller to be controlled by a PWM signal from one of the I/O ports. Therefore, a 

linear actuator would be relatively simple to implement because the system is already 

incorporating a microcontroller. 



 

22 
 

The biggest disadvantage of linear actuators lies in the fact that they are linear. They only allow 

one dimension of movement, severely limiting the possible range of key movement. Actuators 

can be connected to one another to create more degrees of motion, but more actuators imply a 

bulkier and more complex automation system. 

In addition to electric actuators, a multi-axis robotic arm was considered. Robotic arms have the 

distinct advantage of being able to move in all three dimensions, providing maximum 

maneuverability of the keys. Robotic arms, at the scale of the IdentiKey project, are constructed 

with onboard microcontrollers, resulting in a contained and simple system. The robots 

considered for IdentiKey are electrically powered with minimal voltage; therefore, robots would 

not require any additional connections or systems within IdentiKey to operate. 

There are drawbacks of robotic arms as well. By their nature, robotic arms are expensive. A 

capable robot would require the bulk of the team budget. With the confined budget on the senior 

design project, the options of robotic arms are limited. Within the affordable options, all robots 

suffer from a limited reach: 200 mm - 425 mm, typically. The size of the entire IdentiKey system 

would need to be tailored to the size of the robot. 

Finally, the last option considered for automation was a conveyor system. This system has 

multiple advantages over the other two systems mentioned. A conveyor system is simple with a 

minimal number of moving parts. The only moving parts needed are a motor drive and a 

conveyor belt. In addition, a conveyor system eliminates the need to have separate storage and 

automation systems. The storage elements would already be attached to the conveyor belt and 

would rotate within the machine. This allows individual storage elements to be moved to the 

point where a user enters a key into the machine. Thus, the user could place the key directly into 

a specific storage element without relying on an automated system to move the key into storage. 

This greatly reduces both the cost and complexity of the automation system. 

The final advantage of using a conveyor system is that it integrates well with the key 

identification system. Making the user place the key into storage with a specific orientation 

ensures that the identification system will not have any problems identifying keys because of the 

way they are stored. In addition, the fact that the storage elements themselves can rotate within 

the machine means that the identification system will not have to move at all. The keys can 

simply be rotated directly to the identification system. 
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The biggest drawback of using a conveyor system is that it introduces a new problem that is not 

present in other automation options. Using a conveyor system with attached storage elements 

means that the system will have to control user accessibility. The user must only be able to 

access a single storage element at a time, while the other storage elements are secured and 

inaccessible. A device must be developed that will restrict the user to accessing only the single, 

specific storage element necessary to store a specific key.  

5.4.2 Automation Decision   

The decision matrix used to select an automation system is shown in Error! Reference source 

not found.. Based on this decision matrix, a conveyor-based system was chosen. The conveyor 

system is simpler and much more cost-effective than any other automation option. It also offers a 

greater storage capacity than the other options and is much easier to implement. The speed of the 

system will be slightly less than other possible options, but that fact is easily outweighed by the 

potential benefits of a conveyor system. 

Table 5: Automation Decision Matrix 

Criterion Weight Robot Actuator System Hanging Conveyor

Speed 4 7 6 5

Ease of Use 3 5 5 5

Key Storage Size 7 6 5 8

Cost 8 1 3 6

Ease of Implementation 5 7 5 4

128 123 159Total:  

5.5 Storage 

The final subsystem analyzed was the storage system. This system secures the keys in specific 

locations within the IdentiKey unit. The options considered were static hooks, key bins, key 

slots, and hooks on a conveyor. 

5.5.1 Storage Alternatives 

The first option considered for the storage system was static hooks. Keys would be hung from 

hooks located on the inner walls of the unit. The major advantage of this system is that it would 

work well with the robotic arm method of automation. This system also efficiently utilizes the 

available space within the machine by allowing key storage on three walls and the ceiling of the 

unit. The disadvantage of this system is that it does not integrate well with any other method of 



 

24 
 

automation. Without the accuracy of a robotic arm, it would be very difficult to place keys on 

individual hooks.  

The second option considered for storage was key bins. This refers to small individual 

compartments in which keys are placed. This system has the advantage of being able to store any 

size of key or ring of keys. The disadvantages include the fact that the system may require more 

space, depending on the size of the bins. In addition, using bins to store the keys would require a 

specific type of automation system that could pick up the keys from the bins. A robotic arm or an 

electromagnet system could possibly work, but both these systems are very expensive and/or 

may make the IdentiKey system more complex. 

Another system considered was using key slots to store the keys. In this system, small slots that 

are cut out of a block of wood can secure individual keys within the unit. The biggest advantage 

of this system is that it maximizes space efficiency. Slots can be cut very close to one another to 

allow the keys to be stored very close together. However, this system has one major flaw: the 

slots can only hold individual keys and not key rings. This means that we would have to find 

another storage system to store key rings. 

The final storage system that was considered was a conveyor with hooks. This system is partially 

described in section 5.4.1. In this system, automation and storage are combined by attaching 

hooks to a conveyor belt. A user will place an individual key or a key ring on a hook, and then 

the hook will rotate on the conveyor belt to allow the user to access a different hook. This system 

has many advantages. It greatly increases the storage capacity of IdentiKey because the conveyor 

can weave through the unit in all three dimensions. It also eliminates the need for a separate 

automation system since the keys can be brought directly to the user. This, in turn, reduces both 

the complexity and cost of the unit as a whole. 

5.5.2 Storage Decision 

A decision matrix was created to assist in selecting the ideal storage system. The decision matrix 

is shown in Table 6. Ultimately, the conveyor-based system was found to be the best solution. 

The conveyor system enables the most effective use of space inside of IdentiKey, which allows 

for the maximum possible number of keys to be managed by the system. Additionally, due to the 

cost restraints of alternative options, a conveyor system will enable the team to build the most 
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robust prototype possible. The pairing of the automation component with the storage system also 

ensures that a conveyor-based system is the simplest solution for IdentiKey as a whole. 

Table 6: Storage System Decision Matrix 

Criterion Weight Static Hooks Key Bins Key Slots
Hanging 

Conveyor

Utilization of Space 8 5 4 8 8

Key Versitility 10 10 10 1 10

Cost 3 8 8 8 6

Ease of Implementation 4 8 4 6 6

196 172 122 206Total:  

 

6. Integration and Testing 

The majority of the testing phase of this project will be handled in the spring semester when the 

prototype is built. However, as individual hardware components become available to us, 

integration and testing can begin to ensure that building our prototype will be as smooth as 

possible during the spring semester. 

6.1 CPU 

Before any progress could be made directly on individual subcomponents of the system, the 

Raspberry Pi had to be set up. A simple setup was achieved by utilizing NOOBS, a pre-built 

operating system installer. NOOBS was loaded onto an SD card and inserted into the Raspberry 

Pi. Using a mouse, keyboard, and monitor, a simple initialization process was then followed to 

install the Raspbian operating system. This system enabled us to access the functionality of the 

Raspberry Pi through a simple user interface. Python programs could also be run using the built-

in terminal. 

Two major hardware components were integrated with the Raspberry Pi for the final laboratory 

project for another course, ENGR-325. The touchscreen and RFID—the two hardware 

components used in this final laboratory project—were connected via the general-purpose 

input/output (GPIO) ports on the Raspberry Pi. In total, eleven GPIO ports were used to connect 

the two systems. The Raspberry Pi, touchscreen, and the connections are shown below in Figure 

6. The 800x480 display connects via an adapter board which handles power and signal 
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conversion. Only two connections to the Raspberry Pi are required: power from the Raspberry 

Pi’s GPIO port and a ribbon cable that connects to the Display Serial Interface (DSI) port.  

6.2 Key Identification 

The RFID method of key and ring identification was selected as the most feasible and versatile 

option to be implemented into the key storage system. The MFRC522 RFID module was 

connected via the GPIO pins directly to the Raspberry Pi. Since the RFID module had the ability 

to interface directly with the main CPU, the need for another driver board to control the RFID 

reader was unnecessary. The module is shown below in Figure 5: 

 

Figure 5: RFID Reader 

The reader module was successfully programmed to read the UID number from a tag and 

transmit that information to the Raspberry Pi. Eventually, the UID will be linked to specific keys 

and used to access information regarding the key. 

6.3 User Interface/Input 

Once the Raspberry Pi was initialized, the connection between the touchscreen and the 

Raspberry Pi could be established. The touchscreen was connected via the GPIO ports on the 

Raspberry Pi. The Raspberry Pi, touchscreen, and the connections are shown below in Figure 6: 
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Figure 6: Raspberry Pi Touchscreen and Connections 

The 800 x 480 display connects via an adapter board which handles power and signal 

conversion. Only two sets of connections to the Raspberry Pi are required: power from the 

Raspberry Pi’s GPIO port and a ribbon cable that connects to the Display Serial Interface (DSI) 

port. Kivy was then installed and example Python scripts were run to ensure that the touchscreen 

was working properly. A simple GUI was created for the ENGR-325 final laboratory project that 

simulated a basic log-in screen in which a user was prompted for a username and password; the 

user was only “let in” to the system if the proper username and password combination was 

entered. 

6.4 Automation 

Several different automation systems were brainstormed and evaluated this semester, as 

discussed in the design alternatives section. However, due to the nature of the automation system 

and the high investment required to construct it, no testing was performed this semester. Instead, 

the bulk of development and testing will be handled in the spring semester. 
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6.5 Storage 

Due to the complexity and the high investment required to construct the storage system, no tests 

were conducted this semester. Rather, the team focused its efforts on researching potential 

storage systems and brainstorming new concepts, as discussed in the design alternatives section. 

In the spring semester, testing and implementation of a storage system will begin. 

7. Conclusion 

IdentiKey seeks to solve the problems of security and simplicity of current key storage systems 

by automating the storage process to reduce the effects of human error. The IdentiKey solution 

aims to be applicable to all large organizations and universities that have the need to manage a 

large set of physical keys. 

7.1  Potential Risks & Issues 

There are several risks that will be encountered throughout the remaining design process of 

IdentiKey. One of the largest restrictions and areas for contention is the budget. IdentiKey is 

seeking solutions within a budget of approximately $500. This introduces the risk of insufficient 

funds to properly prototype the solution with the desired functionality. This issue may be 

handled by scaling the prototype down to an affordable size that still allows for proof of concept. 

The team may also encounter issues in the implementation of the design. The ability to move the 

keys efficiently will be one of the greatest challenges of this project. The high upfront investment 

required to develop the automated key handling system introduces major financial risk; 

furthermore, if the system does not perform as intended, it will likely stunt the progress of the 

entire project. The team has been mitigating this risk by dedicating more time to the selection 

and design of the best possible automation system. 

7.2  Project Status 

At the end of the fall semester, Team 10 has completed in-depth research on all of the individual 

components that will comprise IdentiKey. Based on this research, several components—

including the Raspberry Pi, the touchscreen, and the RFID reader—have been acquired and have 

been interfaced together on a basic level. The Raspberry Pi has been set up to process data and 

enable communication between all components. A basic user interface has been programmed 

onto the touchscreen, and the RFID reader has been programmed to identify tags based on their 
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UID. The next major obstacles in our design will be the physical storage of the keys and the 

automated system that is responsible for storing keys efficiently. 

7.3  Project Feasibility 

As the team progresses into the spring semester, the feasibility of IdentiKey must be evaluated. 

In light of the progress, both in design and prototyping, it is clear that the solution is feasible. 

Several key management systems already exist that provide security for key storage and tracking 

of the current location of keys and what times they were checked out. Adding automation to the 

system is a plausible addition that will simplify the user experience while improving the current 

system. 

7.4  Summary 

Overall, Team 10 has laid out the most pressing issues and has proposed approaches to mitigate 

risk. The project is currently on schedule and several subsystems have been successfully 

prototyped. There are several challenges ahead in the spring semester, but the project is feasible 

and is on track to meet all of the requirements previously stated. 
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10 Appendices 

10.1 Appendix 1: Gantt Chart 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7: Team 10 Gantt Chart 
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10.2 Appendix 2: Hourly Work Breakdown 

Member Brainstorming Requirements Team Collaboration Research Documentation Totals

Drew 2 1 15 4 18.5 40.5

Brian 2 1 15 4 18.5 40.5

Jonathan 2 1 25 5 22.5 55.5

Jared 2 1 25 5 18.5 51.5

Totals 8 4 80 18 78 188

Hours Breakdown by Team Member

 

Figure 8: Hours Breakdown ENGR-339 


