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Executive Summary 

 
Calvin students currently have no way of accessing their meal plan information without going in person 
to ask a Dining Services employee. This is inconvenient for both the student, who must walk over to a 
dining hall during operating hours, and the employee, who must interrupt other work to answer the 
student inquiry. We proposed a system to give students the ability to check their meal plan themselves, 
and built a physical information kiosk that would provide this service. Students can access information 
about their meal plan by swiping their ID card and viewing the results on a touchscreen mounted inside a 
freestanding enclosure. 
 
Our project successfully produced a prototype kiosk and server capable of providing the proposed service. 
However, without ongoing support from Calvin Information Technology, the system will cease to work 
beyond May 2017. To maintain the system, a long-term department sponsor would be need to promise 
technical support for the project. Then, on-campus server resources could be provisioned, and the security 
system could be upgraded to encrypt all traffic. We demonstrated that it is possible to provide a 
convenient way for students to check their meal plan, but also recognized that further work is necessary to 
have a full-scale system that enjoys long-term, stable support. 
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1 Introduction 
 
Calvin College’s dining services do not currently offer a way to check the number of meals remaining on 
a student’s or staff member’s meal plan without going to one of the dining halls. While there are ways to 
check the number of meals remaining on a meal plan without redeeming one, they are not well known or 
advertised. The meal hall data is kept in a database maintained by a company called CBORD, but has not 
been made publically available. We solved this problem with a kiosk that allows students and faculty to 
check their plan by swiping their college ID card. We also wanted to create a website that provides the 
information in a user's web browser after logging in using their Calvin username and passphrase. Both 
solutions receive user data from a central Application Program Interface (API) server, which provides a 
simplified way for the kiosk and web server units to access user data without exposing the actual 
database. This server is responsible for caching the data received from the CBORD database, as well as 
authenticating users who try to use either the kiosk or web services. The kiosk could have more 
functionality and features added to it in the future.  

 
We are a team of senior engineering students at Calvin College with concentrations in electrical and 
computer engineering. Landon and Barrett both have computer science minors and Emily has a 
background in visual design. This project is being undertaken as part of a capstone class in the 
engineering department. We hope to work with other members of the Calvin community, such as CIT, to 
aid in design and implementation of our project. Our goal is to produce a system that is useful on a daily 
level for students and faculty, and can be maintained for years to come. 
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2 Project Management 
 
2.1 Team Organization 
 
2.1.1 Organizational Structure 
 

  
Figure 1: Organizational Chart 
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2.1.2 Team Meetings 
 
Team meetings happen 3-5 times a week. The main topics for team meetings are: 

(1) Completed tasks since the last meeting, 
(2) Progress reports on ongoing tasks, 
(3) Upcoming tasks which need to be completed, and 
(4) Distribution of tasks and expected completion dates. 

Team meetings also generally include working together on tasks which require the expertise of multiple 
team members or integration of separate components of the project. 
 
2.1.3 Documentation 
 
The documentation for the project is currently shared in a Google Drive folder. As we write code for our 
system, we will use GitHub to enforce version control. The official documentation for the work done 
during the first semester is found in the PPFS and can be found on the website at 
http://engr.calvinblogs.org/16-17/srdesign13/wp-content/uploads/2017/01/PPFSFinalReport.pdf. The 
official documentation for the work done during the second semester will be in the Design report, which 
will also be available on our website http://engr.calvinblogs.org/16-17/srdesign13/documentation/. At the 
end of the project, the official documentation will be saved on the Calvin computer server for possible use 
by future teams. 
 
2.2  Schedule 
 
Our approach to scheduling is to keep an official record of the schedule in a Gantt chart which is updated 
periodically. The day-to-day scheduling uses sticky notes to break tasks into smaller pieces and assign 
them to specific people. Generally, some form of the schedule is updated during team meetings when 
completed and upcoming tasks are discussed.   
 
The time spent by team members on this project per week increased throughout the Fall semester from 
approximately 1 hour per week to 2-3 hours per week. This plateaued at 5 hours a week during the Fall 
semester. During the Spring semester, team members spend anywhere from 5 to 15 hours a week working 
on the project as schedules allow and tasks become available. This time increased as the end of the project 
approached. 
 
2.3  Budget 
 
A spreadsheet in our Google Drive folder is being used to record budget decisions. This spreadsheet was 
updated as we selected and purchased components and materials.  Barrett Bryson is assigned to maintain 
and manage the budget. The final budget is described in the Business Plan section of the Final Design 
Report.  
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2.4 Method of Approach  
During the brainstorming and research stage of this project, each team member was involved in 
researching components and implementations, meeting with CIT, and making initial design decisions. 
The team used decision matrices to quantify strengths and weaknesses of design options, but when the 
quantifiable results do not match our expected outcome we reevaluated to determine if a core factor was 
left out of the decision matrix, a factor was not weighted correctly, or our underlying assumptions were 
unfairly and unreasonably biased. By using a mixture of quantitative and qualitative evaluation, we were 
able to get components which best matched our budget and our vision for the project. 
 
During the implementation stage of this project, each team member took responsibility for the design of 
one major component of the system. Though team members worked on each component as expertise and 
time allowed, Barrett took lead on the web application, Landon created the API server, and Emily took 
responsibility for the kiosk application. General responsibilities, documentation, and integration were 
split between team members.  
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3 Requirements  
 
3.1 Interface Requirements  
The system shall be simple and intuitive. A simple picture diagram and short phrases will be able to give 
all the explanation of how to use it. The information shall be displayed in an attractive way that can be 
quickly understood. 
 
3.2  Security Requirements  
The system shall be accessible using one of two forms of identification: an ID card or a username and 
passphrase pair. The system shall include security measures to restrict data access to the intended user. 
For the kiosk, the security measures include restricting user interface to a simple card swipe, so only a 
person carrying a card can access user data. For the web server, only a user able to login to the ADFS 
Single Sign-On (SSO) service managed by CIT will be able to access that particular user's data. No 
devices will be able to contact the API server without prior registration, so the API server is not a feasible 
point of attack for intrusion. 
 
3.3 Functional Requirements 
 
Users shall be able to gain information about their meal plan. This information shall include, at a 
minimum, the duration of a meal period (e.g. week or semester), the number of meals remaining in the 
period, and the original number of meals in the period. It should be possible to access this both from a 
fixed location (i.e. physical kiosk) or remotely from devices like computers and smartphones. 
 
3.4 Performance Requirements 
 
The webserver system should be able to support 1000 to 5000 users at a time to ensure high 
responsiveness. The local kiosk shall be able to contact the API server and gain the information required 
by communicate with the server. Although delays are inevitable when integrating several IT services 
together, our system should use loading screens to show users that latency is due to acquiring data from 
other services. 
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4 Task Specifications and Schedule 
 
4.1 Background Tasks  
4.1.1  Meetings with CIT 
 
We have had multiple meetings with CIT concerning the implementation of our system and the access we 
will have to the information we need. Our primary contact Matt Jeltema, associate director of information 
systems at Calvin, helped give us an overview of Calvin’s systems and determine feasibility. He also 
connected us with Adam Vedra, who works in information security at Calvin, and Erin Bushouse, who is 
the main contact with CBORD at Calvin. With their help we believe that our system is possible.  
 
4.1.3 Component Selection 
 
We researched our options for controller, touch screen, card reader, and PIN pad. These options were put 
in decision matrices and the highest ranked parts are discussed and ordered. The decision matrices are 
shown in Tables 1, 2 and 3 in the design decisions section of this report.  
 
4.1.4 Documentation 
 
The bulk of the project documentation can be found in our Project Proposal and Feasibility Study and our 
Final Design Report. These documents, along with our full Gantt Chart can be found on the team website. 
The team also made many summaries, briefs, and presentations about the project throughout the year. 
These were saved and stored on a shared Google drive. The final code and documentation needed to edit 
or add to our design in the future has been saved in online repositories, including GitHub and Google 
Drive. All relevant project files, including SSH keys and other files too sensitive to save online, have also 
been saved securely to a physical medium to be kept by the long term maintainer of the project.  
 
4.2 Implementation 
 
Our system consists of three discrete components: a physical kiosk, where users can swipe an ID card to 
look at their meal plan data; a web server, which hosts a website where users can login using their 
username and passphrase to view their meal plan data in a web browser; and an API server, which 
maintains databases to provide authentication services and data to the kiosk and web server. The 
interactions between our system, the CBORD database, the Calvin ADFS login server, and users are 
shown below in a block diagram of our system shown in Figure 2. 
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 Figure 2. System Block Diagram 
 
4.2.1 Kiosk Hardware 
 
The team has selected, tested, and connected all hardware components for a physical kiosk. This includes 
a controller to run the kiosk application, a touchscreen monitor with which to interact with the 
application, and a card reader as a means of identification. The kiosk application runs on the controller 
and connects the kiosk to a secure API. The team designed, constructed, and painted a locked wood case 
allows users to easily use the kiosk while keeping the controller secure. 
 
 
4.2.2  Kiosk Software 
 
The team programmed the kiosk’s graphical user interface (GUI) and functionality into the kiosk 
application. The GUI required research of current visual design of websites and kiosks as well as an 
awareness of Calvin’s current brand identity standards. Screen layouts for six screens as well as a 
template screen were designed and programmed. The program includes a main controller as well as 
separate controllers for each screen, and controllers to receive information from the card reader and the 
API server. 
 
4.2.3 Web Server 
 
The team programmed the visual design of the web server using the same themes as the kiosk user 
interface. The web server was designed to request data from the API server and display that information 
clearly, similar to the kiosk. A login function that authenticates Calvin users with their username and 
passphrase provides the necessary security for the web site, verifying the identity of web users. Together, 
these components provide an intuitive website interface. 
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4.2.4 API Server 
 
The team has built a secure Application Program Interface (API) server which furnishes data from the 
CBORD database to the kiosk and web server. This API server embodies a majority of the logic required 
to authenticate users and process requests for data. In addition to federating secure operations, such as 
database access, in one device to simplify authentication and firewall setup, the API server also abstracts 
sensitive operations away from client-facing devices, such as the website and the kiosk. This simplifies 
the security processes necessary to frustrate reverse engineering our system. The API server needed to be 
maintained periodically by adding new API keys when the kiosk and web server were created, and by 
adding in user data when CIT sent over real data from the CBORD database. 
 
4.3 Summary 
 
This project has taken approximately 675 person-hours to complete. During September and October, we 
defined our project goals and adjusted its scope. During November, we made a plan for completing the 
project. During December, we selected and tested hardware components for the physical kiosk. During 
February and March, we designed the systems to work using test data.  During April, we implemented 
real data and polished the designs. The distribution of task hours by month is shown in Figure 3. The 
number of hours per week spent on the project increased significantly over time. This trend was 
anticipated, so most tasks were initially scheduled for February and March with the knowledge that some 
would have to be pushed back to April.   

 Figure 3. Scheduled Hours by Month 
 
A Gantt chart showing the specific tasks and when they were scheduled to be completed can be viewed on 
our website at http://engr.calvinblogs.org/16-17/srdesign13/gantt-chart/. 
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5 Design  
 
5.1 System Architecture  

 Figure 4: Block Diagram for Interfaces 
 
Action Flow Diagram, by User Interface: 
A: Kiosk User Interface 

1. User swipes ID card; User ID (7-digit number) is collected from a magnetic stripe 
2. Kiosk sends User ID to API Server to retrieve user record 
3. API Server responds with user data in JSON format. If a record isn't found, e.g. a non-Calvin card 

is swiped, an error code will be returned 
4. User data is displayed on the screen to show the meal plan information to the user 

B: Website User Interface 
1. User connects to web server 
2. Web server sends static files (HTML, CSS) and JavaScript. User is redirected to adfs.calvin.edu 
3. While at adfs.calvin.edu, Calvin's Single Sign-On server, user enters their username and 

passphrase 
4. The SSO server generates an authentication token, which is saved to the user's browser (with the 

username) as a cookie. This cookie is read by the Web Server 
5. Web server extracts the authentication token, and passes the token and username to the API 

server 
6. The API Server verifies the authentication token, and if it is legitimate, passes the user data back 

to the web server. If not, an error message is returned, and no user data is accessed 
7. The web server sends the user data to the user's web browser, where client-side JavaScript 

formats the HTML to display the user data. If no data is returned, an error message will be 
displayed 
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***: The CBORD server periodically (every 5 minutes) sends a batch of user data to the API server, 
which maintains a cache of the data. This lowers the access time for acquiring user data, as well as 
limiting the additional load placed on the CBORD server while our service is running. 
 
5.2 Design Criteria 
 
 Design Norms 

Stated design considerations: 
a. Security compliance: our system should conform to data security norms (established and 

reviewed by CIT) to be given the green-light (and API/database access) to proceed to a 
pre-production or production environment 

b. Usefulness/practicality: our system should provide a service that is non-trivial and useful 
for Calvin community members. Ideally, this service should be a "Calvin must-have 
tool," like SlatePermutate or other services used by all students 

c. Modularity: our system should be designed in a way that allows for both scaling (adding 
more users or more kiosks) and expansion (adding more services or being improved in 
the future). Therefore, future adaptability and reusability should be taken into 
consideration in all decision-making processes 

 Calvin Design Norms 
a. Caring: building a system that will provide a service for Calvin community members, and 

help them help themselves eat meals as needed 
b. Justice 
c. Stewardship: take better care of food and financial resources by helping Calvin 

community members utilize all of their prepaid meals 
d. Open Communication: communicate issues (particularly security related) to our partners 

at CIT as soon as they arise; clearly document all design decisions, but possibly redact or 
abstract them in all public reports 

e. Cultural appropriateness: respect the development culture of IT, working with them and 
not against them 

f. Delightful harmony: integrate our system into the existing IT infrastructure with minimal 
impact; create a system which will be useful for interacting with future projects 

g. Trust: make data security an utmost priority at all stages, to protect the identity of 
students and maintain the trust of all project affiliates. 

  
5.3 Design Alternatives  
Our team's original concept was for a physical kiosk that would allow students to use their new student ID 
cards to check their meal plan. In later brainstorming meetings, however, the suggestion of developing a 
web interface for users to remotely check their meal plan from any device was considered. Although a 
web server introduces more security concerns due to less control over how users interact with the service, 
it also makes the system much more convenient for users. 
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Although the web interface is an alternative to producing a kiosk, they are not mutually exclusive. In fact, 
most of the work to build one design supporting either one is reusable in the other design; Figure 2 shows 
how the kiosk and the web server utilize the same infrastructure on the back-end. The kiosk and API 
server were developed first as we had more experience in these areas and were more vital to the success 
of the product. The website came after as it heavily relied on the API server’s design. 
 
Other considerations impacted the implementation of the kiosk in ways that did not impact web server 
development. Using Lenel to identify students based on the RFID chip in their student ID card was much 
more complicated, but a magnetic stripe reader was much simpler.  
 
5.4  Design Decisions  
Our design decisions consist of both hardware and software considerations for the project. Our team has 
chosen most of the hardware components, and has also selected most of the programming languages and 
software packages that will be used across the kiosk, web server, and API server. These decisions are 
detailed below. 
 
5.4.1 Kiosk Hardware Decisions 
 
The main hardware needed for the physical kiosk includes a controller, touchscreen, and card reader/pin 
pad. In choosing a controller, we initially wanted to use a Raspberry Pi, but decided to look into its main 
competitors and create a decision matrix, Table 1, in order to make sure we found the best controller for 
our purposes. We decided that all of the CPUs would have enough power for our purposes and we wanted 
a minimum of 512MB of RAM. The numbers in the top row signify the importance of the category, while 
the numbers in the rows below indicate the performance of the component in the category with 0 meaning 
the component does not meet minimum requirements, and the maximum score in a column is the 
maximum score of the category. So, the CPUs are out of 1 (will work or will not), the RAM is out of 2 
(more than enough, just enough, or not enough), and Price is out of 5 (least expensive to most expensive). 
The Ease of Use category is also out of 5 and the factors going into this decision are expanded on in Table 
2. 
 

Table 1: Decision Matrix for Controllers 
Options CPU 5 RAM 5 Price 5 Ease of Use 10 TOTAL 

Raspberry Pi 
1.2GHz 64-bit quad-
core ARMv8 1 1 GB 2 $40 3 Extra Features 5 80.0 

VoCore 
MT7628AN, 580 
MHz, MIPS 24K 1 

128MB 
0 $45 

3 
 

Meets Some 
Requirements 2 40.0 

Arduino 
INDUSTRIAL 
101 Atheros AR9331 1 64MB 0 $40 3 

Does Not Meet 
Requirements 0 20.0 

Banana Pi M3 A83T ARM Cortex- 1 2 GB 2 $60 2 Meets All 5 75.0 
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A7 octa-core Requirements 

C.H.I.P. 1.0GHz ARMv7-A 1 512MB 1 $9 5 
Not Currently 
Available 0 35.0 

NanoPi 2 Fire S5P4418, 1.4GHz 1 1GB  2 $23 4 
Meets Most 
Requirements 4 75.0 

NanoPC-T3 S5P4418, 1.4GHz 1 1GB  2 $60 2 Extra Features 5 75.0 

Beagle Bone 
AM335x 1GHz 
ARM® Cortex-A8 1 512MB  1 $56 2 

Meets Most 
Requirements 4 60.0 

Parallella 
Zynq-Z7010 or Z7020 
Dual-core ARM A9 1 1GB  2 $99 1 

Meets Most 
Requirements 4 60.0 

PixiePro 
Freescale i.MX6Q 
Soc Quad Core ARM 
Cortex-A9 1 2GB 2 $130 1 

Meets Some 
Requirements 3 50.0 

 
Table 2: Ease of Use Comparison Parameters 

Options Linux HDMI USB Ethernet Wi-Fi Touchscreen 
Raspberry Pi X X X X X X 

VoCore   X X X  
Arduino INDUSTRIAL 

101 X  X  X  
Banana Pi M3 X X X X X  

C.H.I.P.       
NanoPi 2 Fire X X  X   
NanoPC-T3 X X X X X X 
Beagle Bone X X X X   

Parallella X X X X   
PixiePro  X X X X  

 
The second hardware component to be selected is the touch screen for the kiosk. We wanted the 
touchscreen to be between 10” and 15”, easy to use with our controller, and durable all without being over 
budget. We put our top choices into a decision matrix, Table 3, and found some interesting results. We 
were surprised to find that the 7” Raspberry Pi Touchscreen scored highest on the decision matrix, and we 
were hesitant to buy something so small. In light of our collective hesitation to use such a small screen, 
we decided to start evaluating the decision matrices using both arithmetic and geometric totals (adding 
and multiplying each category score). By looking at both totals, we could see which components excelled 
in some categories but failed in others (like the Pi touchscreen) and which components were satisfactory 
across the board (like the 15” touchscreen). In this way, the 15” touchscreen was selected over the Pi 
touchscreen because it is extremely close in score and more consistently fulfills all of our design 
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categories. While the Pi touchscreen is attractive because it is relatively inexpensive and is made to work 
with our selected controller, the 15” display is a more usable size for a kiosk and is more durable. 
 

Table 3: Decision Matrix for Touch Screens 
Options Price 2 Size 2 

Documentation/
Ease of Use 2 Toughness 1 TOTAL 

15-Inch 5-wire Resistive 
Touch LCD Touch Screen 
Monitor (4:3) $200 3 15" 3 

HDMI, supports 
Linux, low 
documentation 2 

Outdoor, 3 Year 
warranty 4 20.0 

Planar PT1545R $300 1 15" 3 
HDMI, supports 
Linux, USB 
support 3 3 Year warranty 3 17.0 

Neos Refurbished 15.6” 
Android Touchscreen All-
in-One Tablet-Top $200 3 10"x15" 3 

Runs on 
android, full 
computer 0 Warranty? 0 12.0 

Pi Foundation Display $80 5 7" 0 Ada is great 5 
Many mounting 
options 1 21.0 

Eleduino Raspberry Pi $107 4 10.1" 1 No reviews 1 
Few mounting 
options 0 12.0 

DoubleSight Smart USB 
Touch Screen LCD 
Monitor $180 3 10" 1 

Only USB no 
HDMI, no Linux 
compatibility 0 It’s ok 2 10.0 

 
 
The final hardware component to be selected was the card reader for the kiosk. After talking to CIT early 
in Fall 2016, we decided to delay choosing a card reader until we talked directly to Lenel (the company 
who manages our cards) about what we specifically need and to CIT about whether Calvin could provide 
one for us. During a meeting with CIT in the spring, we were informed that the PIN system on campus is 
legacy, so CIT does not want any more systems attached to it. However, it would not be necessary for 
users to enter a PIN to verify their identity; for the privacy level of information being shown, merely 
possessing the physical card to log in represents a satisfactory form of authentication. Thus, the team 
could press on working on the card reader without coordinating with Lenel. 
 
Now that we could choose our own method for extracting the user's ID number from the card, we needed 
to address our original proposal to use the new touchless RFID chip technology. The decryption needed to 
use the RFID chips almost immediately put the prospect of using proximity card technology out of the 
scope of our project. In light of this, we decided to use a magnetic stripe reader instead, so that we could 
rely on a simpler, albeit less secure, method of extracting data from student ID cards. After reviewing 
many possible magnetic stripe readers, the team chose to purchase a MagTek SureSwipe 2104140 Dual-
Headed magnetic stripe reader. This reader allows users to swipe their card with the stripe facing in either 
direction, which is more convenient than other devices. Also, MagTek is an industry leader in magnetic 
stripe readers, and as such there are many software packages available to facilitate reading data using 
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their products. Also being very competitively priced to other units, the MagTek reader was the unanimous 
best choice for our project. 
 
To summarize, the kiosk is controlled by a Raspberry Pi 3 Model B. It is connected via Ethernet to 
Calvin's ad.calvin.edu Internet/Intranet service. It outputs video signal via HDMI to our 15" touchscreen 
monitor. The touchscreen sends human input (touching the screen) to the Pi via a USB connection, 
similar to a mouse. The MagTek magnetic stripe reader, used to read ID cards, is also connected to the Pi 
via USB. The finalized version of the kiosk does not have a keyboard or mouse input; all commands to 
the system are delivered via a Secure Shell (SSH) terminal from an administrator's computer. 
 
5.4.2 Kiosk Software Decisions 
 
The PIN system of the kiosk was developed in Fall 2016 for our computer architecture lab. We originally 
selected the Visual Studio's C# Integration development environment to produce an application to model 
a PIN pad operation. The original decision to use C# in Visual Studio was based on the supposed cross-
compatibility of C#, and the exceptional ability of Visual Studio's template and package library to provide 
simple, elegant GUIs. Design tools in the Windows Presentation Format (WPF) are lauded as some of the 
most powerful in all GUI App design; the XAML-styled object notation is easily understandable, yet also 
provides specificity for describing graphical elements. Using Visual Studio on a Windows machine, the 
design worked very well, and had flexible scaling of objects as the window dimensions changed! 

 
However, things broke apart as soon as the project was transferred to the Raspberry Pi, which is intended 
to drive the kiosk. Since the Pi is built on a different processing architecture than the Intel 64-bit 
architecture running on the Windows workstation, the binary executables generated by Visual Studio are 
useless on the Pi. Naturally, code should be recompiled on a different machine anyway, so the Pi was 
equipped with Mono, the open-source C# compiler prevalent on Linux machines. However, some of the 
libraries used in Visual Studio's C# compiler were missing in Mono; as it turns out, WPF has many 
proprietary extensions to the C# language that are difficult or impossible to source onto the Mono 
environment. As such, there were numerous compilation errors due to the missing code libraries. Clearly, 
the "stock" version of Mono was not going to work with the design environment that was originally 
chosen. 
 
After tinkering with Mono for a while, our team came to the conclusion that the effort required to port 
over C# libraries was not worth the time cost. Additionally, because "cross-platform" design was a goal 
for our design, C# was truly not the best software for driving our project. The process of development, 
debugging, and deployment was cumbersome for C#, since the code was being developed on a x86 
Windows PC and being deployed onto an ARM Linux Raspberry Pi. Due to a difference in CPU 
architecture, compiled executable code on the PC could not be merely copied to the Pi, so source code 
had to be copied to the Pi, and then recompiled. Without the WPF libraries on the Pi, however, it was not 
possible to compile the graphical components of the kiosk code, so it was impossible to run the kiosk 
code on the Pi. Though it is possible to design the software within an Integrated Development 
Environment for C#, such as Xamarin Studio, that is capable of compiling for other devices, this 
workaround is inherently clunky and questions how "cross-platform" our code truly is. For these reasons, 
C# was not chosen to be used in our kiosk code. 
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Java offers the most compelling case for designing a cross-platform application. Java itself is inherently 
platform-independent, as it is always executed within a Java Virtual Machine. This means that all devices 
with a JVM can run any Java application, even if compiled on a device with a different underlying 
architecture. Dependent packages (like the ones missing from Mono but used in our WPF project) are 
included using Java Archives (.jar files), which are easily transportable with a project. Additionally, Java 
has many good auxiliary tools, notably the Socket (networking) API that sets the gold-standard for 
programming languages. Using Java guarantees that any code written on our Windows workstation will 
be fully compatible with the Raspberry Pi and also promises many software packages that can save our 
team's development time. The JavaFX package offers attractive GUI options comparable to Visual Studio, 
particularly when paired with a powerful IDE. Finally, we anticipated using a JavaScript framework for 
our API and web server code, so building our kiosk in Java code allows more syntactic parallels between 
our web and API servers and our kiosk. 
 
The final kiosk software suite utilizes Python 3 and Java 8. A Python script is constantly running in the 
background to process card swipes. When a card is swiped, the script reads the card data and outputs the 
student ID to a file. The Java-based graphical user interface (GUI) periodically checks the file for a new 
ID, and send any ID number to the API server to acquire data. Using the JavaFX graphical suite, the user 
data from the API server is displayed in an elegant screen (shown below). It is responsible for handling 
user input (touch screen interactions), exchanging messages with the API server to send and receive data, 
and displaying information to the users. It also reads the file created by the Python Script to access user 
inputs from the magnetic card reader. The average latency from a user swiping a card to seeing the 
information on the screen is 1.9 seconds. 
 
 
 

 Figure 5. Kiosk User Interface 
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All of the software that we use have free licenses, and all of the packages besides Java are open source. 
The plethora of documentation for Java, Node.js, and any other JavaScript packages allowed us to quickly 
perform research and receive guidance on how to implement necessary services. This culture of good 
documentation and permissive licensing was a factor in our software decisions for this project. 
 
5.4.3 Kiosk Aesthetic Decisions 
 
The kiosk design started with researching the visual design standards for Calvin (which were updated 
with the implementation of the new logo) and researching visual design trends in websites and self-serve 
kiosks. The kiosk interface has a flat design with no 3D shadows or shading, a trend in many websites 
over the past few years. The color palette draws from Calvin’s primary and secondary colors using 
maroon for buttons and blue for borders. The screens of the kiosk were first drawn out by hand and then 
implemented using JavaFX and Scene Builder. The primary functionality of the kiosk is to allow students 
to log in using their student ID card and view meal plan information. After viewing which information 
was available through CIT, we chose to display the number of meals remaining in a time period, the meal 
reset frequency (per week or per semester), the number of Bonus Bucks remaining, and the time at which 
the information was last updated.   
 
For the kiosk case the most important thing we needed to decide upon was size and shape. We borrowed 
music stand from the music department to act as an adjustable way to test different options. First we 
decided on a screen angle of 30 degrees. We found that this angle allowed for comfortable use while 
limiting the ability for others to view the screen. With its top at 41 inches high and the bottom of the 
screen 36 inches off of the ground, the kiosk's touch screen is viewable for users with an eye line at or 
above approximately 3 feet. This encompasses most students, staff, and faculty at Calvin College. 
Although our team did not explicitly design the kiosk to be wheelchair accessible, we believe that data 
from the ADA website suggests that our kiosk would be very accessible for a wheelchair user, since the 
expected eye level for such a user is between 43 and 51 inches.  The low angle of the screen means that it 
remains comfortable to use for most adult users, whether looking down on it from a higher height or 
looking across at it from a lower height. We chose a dark grey paint color for the kiosk case because we 
wanted it to remain unobtrusive. Despite that concern, the project logo carved into the front of kiosk was 
painted a golden yellow to give the case some flair. See pictures below for CAD models of the case, as 
well as the actual case produced. 
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 Figure 6. Final CAD Model of Kiosk 

 Figure 7. Finished Kiosk 
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5.4.4 API Server Decisions 
 
The API server was designed around the software engineering principles of abstraction and modularity. 
Intended to enable rapid prototyping of the kiosk and web server, the API server has abstracted away 
access to student data to a consistent interface, even while the underlying systems for data acquisition 
changed. For example, a "test" branch of development allowed kiosk and website interfaces to be 
developed, testing interactions with the server without accessing real data. This allowed designers to 
tinker with formatting without having to worry about requiring full authentication to be implemented to 
view real data. Later in the project, when actual student data was being accessed from a cached version of 
the database, it was simple to switch the kiosk to the real student data stream by changing the branch of 
API call to "build" or "production" instead of "test". Abstracting away database access to the API server 
simplified the system and permitted concurrent development of back-end (API) and front-end (kiosk, web 
server) services. 
 
Modularity was a chief concern of the project, as we wanted to break down software design into several 
pieces which would operate together. Our API follows the specifications of a "RESTful" 
(REpresentational Stateless Transfer) service, which is an industry standard for web API interfaces. The 
"Stateless" element of the REST standard means that all interactions with the server have their state (any 
previous interactions, data, cookies, etc.) tracked by the client, rather than by our server. Therefore, if a 
kiosk connects to one API server to check a user's authentication credentials, it could connect with a 
theoretical second API server to actually access the user's data without having to re-authenticate. This is 
accomplished by managing all persistent data (user authentication records, student data, etc.) using a 
distributed database, e.g. MongoDB. Although we do not forecast the need for additional API servers, it 
would be simple to add in additional servers and link them together using MongoDB's replica set 
technology to synchronize all persistent data across the multiple API servers. The concerns of RESTful 
access are more pertinent on web servers in which users might interact with the server multiple times in a 
single web session, but having a REST-ful API does simplify access for developers hoping to use our 
API.  
 
5.4.5 API Server Software Decisions 
 
The API Server is implemented using the Node.js JavaScript engine, running an Express routing 
framework and using MongoDB for persistent data storage. These three services, when run together to 
implement a web service, are the "MEN" components of the popular "MEAN" stack for implementing a 
web service (with the "A" signifying Angular.js, a front-end client software package not necessary for an 
API-only service). Requests to the API server are handled using the Express routing engine running, 
which runs on a Node server. API requests utilize interior logic executed in JavaScript modules (some 
developed by us, others by third parties), as well as connecting to the MongoDB database. This database 
tracks all published API keys, which are used to verify API keys provided by devices connecting to the 
API server, and manages the data cached from the CBORD database. The particular software packages 
were chosen due to the abundance of documentation and example code available, as well as prior 
familiarity with the suite. 
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5.4.6 API Server Security Decisions 
 
The API server only services requests originating from approved devices. Each request for data must be 
accompanied by an "API Key", a unique string of characters that corresponds specifically to each 
authorized device. The API Server will check the API Key provided with a request, along with the IP 
address of the requesting device, against a centralized database. If the API Key and IP address match, the 
device is authorized to make requests, and the request will be serviced. For a kiosk device, which cannot 
be directly manipulated by users, this is sufficiently secure to guarantee user authenticity; there is no way 
for users to manipulate how the kiosk interacts with users, apart from using a custom-printed magnetic 
stripe card with another student's ID number. This is not a realistic concern for our design, however. 
 
However, the website is easier to be probed by users. Since the client-side JavaScript can be inspected by 
the user, a user could seek to change the username stored in the cookies used for authentication from their 
username to another username. If the web server and API server assumed that the cookie was unchanged 
from when it was issued by the Federated Identity issuer (adfs.calvin.edu), then the user could modify the 
cookie to successfully impersonate another user. However, the API server confirms the validity of the 
cookie by comparing it against a registry provided by adfs.calvin.edu. If the cookie is valid, then the user 
request is processed; if the cookie has been tampered with, it will be rejected. This protects user data from 
impersonation attacks by malicious (or curious) parties. 
 
5.4.7 API Server Hardware Decisions 
 
The API server is mostly thought of as a software concept, but it still needs to be hosted on some physical 
hardware. The design team developed the server on a desktop PC provided by the Engineering 
Department, with the eventual goal of running the API server on a remote server provisioned by CIT or 
another department on campus (e.g. Computer Science's Xen virtual server cluster). Focusing on software 
instead of hardware, the decision of how to host the server was kicked down the road towards the end of 
the semester. 
 
In March, the design team requested for hardware provision from CIT. At this point, hardware 
provisioning was a prerequisite for setting up permanent hostnames (e.g. mealplan.calvin.edu), as well as 
getting SSL security certificates in order to encrypt data transmissions to and from the API server. 
However, due to policies requiring extensive support and maintenance plans for any server provisioned 
by Calvin departments, we were unable to receive provisioned hardware. Instead, the team continued to 
use a local PC for the operation of the API server. Although not sustainable long-term, nor capable of 
encrypting the data using HTTPS, using the PC as a server was necessary for supporting operation of the 
kiosk for presentation of the project. Future work on the project to make it sustainable and maintainable 
would likely begin with addressing the hosting of the API server. 
 
5.4.8 Web Server Decisions 
 
The website required three different pieces that all worked together. The first component was the HTML 
and CSS visual layer. This layer created the appearance of the website and described places on the web 
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page where information would be displayed. Next, a JavaScript logic layer was used to request the user's 
information and display it using the HTML page. It retrieves the specific user's information from the web 
server, and fill out the HTML text boxes with the relevant data. The final piece is the connection to 
Calvin's Active Domain Federated Service (ADFS), which authenticates Calvin users with their username 
and passphrase. This layer provides the necessary security for the web site, verifying the identity of web 
users. 
 
Originally, the website was designed with many of the same ideals as the kiosk software, but differed in a 
few ways. First, we chose not to implement any of the extra features in the kiosk, such as the campus 
map. We decided that most of these are already provided by Calvin on some other web page (e.g. dining 
hall menu), or did not make sense in the context of being accessible from anywhere (e.g. a campus map). 
While the UI follows the Calvin branding recommendations, we chose to not use an identical UI to the 
kiosk because of differences in how it would be accessed and controlled by a user.  
 
To authenticate users, we planned to use the Calvin ADFS login server, which would allow students to be 
authenticated with their Calvin username and passphrase. It would also have "Single Sign-on" access for 
Calvin users; if a user had previously logged into the ADFS system, e.g. Outlook Online, the user would 
be automatically logged into our web site. Using ADFS is both simple for users, and secure for the IT 
team in enabling verification of users. 
 
Retrieving data for web users is rather similar to retrieving kiosk user data. After the user authenticates 
via ADFS, the username of the person, along with their SAML token from the authentication process, is 
passed up to the API server. If the API server recognizes the token as valid, it will respond with the user 
data corresponding to the web user's username. The data is then passed to the client-side JavaScript, 
which populates the HTML boxes with data. If the token is invalid, an error screen is displayed, 
explaining that the user authentication failed. 
 
Much to our dismay, at the end of the project, the website was unfit to be published. We decided that the 
website had failed to meet our requirements in two ways. First, due to our lack of web design experience, 
we were unable to fulfill the functionality and appearance requirements that we had originally designed. 
A very basic test site demonstrated that we could pass data from the API server into HTML web pages, 
but providing an optimized experience for mobile and desktop users proved more difficult than expected. 
We feel that the design does not live up to our requirement of displaying the information in an attractive 
way. Second, we were unable to meet our security requirements for the website. We had hoped that CIT 
would be able to give us more information on using ADFS login and potentially a template website that 
we could redesign. After a meeting with them, CIT informed that their head of security was changing 
jobs, and would no longer be working at Calvin. Because of this transitional period, they were unable to 
provide the resources and help that we would have needed. While the first requirement was something 
that could have been worked around, security was an absolute necessity and since we were unable to 
provide that, we also could not provide this service. 
 
5.5 Integration, Test, Debug 
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Integrating a new system with an existing system requires working within the existing design framework. 
The primary constraint of our system was in the CIT services that we were planning to integrate with: the 
CBORD database and the ADFS Authentication service. Meeting with CIT personnel, particularly Erin 
Bushouse, gave us lots of insight into how we could best integrate into CIT's current infrastructure. 
Within our own system, it was possible to make revisions to both sides of a system to complete 
integration. For example, to resolve issues in passing data from the API server to the kiosk, it was 
possible to change the API server's behavior, modify the kiosk code, or both. This flexibility was 
convenient, and allowed us to resolve design conflicts quickly, rather than being constrained to following 
a particular design decision methodology. 
 
Testing the system was crucial to our project's success, but it was also rather simple. Since we merely 
worked to access and display data that already existed and had defined and expected values, it was easy to 
verify that our system was working. To that extent, we simply established a set of test cases with expected 
values for verifying the results on our kiosk. After we designed a system that passed all of our tests, we 
invited other users to try out the system in order to verify its accuracy across a wide user base. This was 
especially important for verifying functionality for staff members, whose dining accounts are not 
configured the same way as students. 

 
Debugging the system was accomplished using a wide variety of testing tools available. In any pre-
production systems, fully verbose logs are kept that detail the inputs and outputs for every block in the 
block diagram (Figure 2). Using the wide variety of tools available for API and program testing, it was 
possible to ascertain the root cause of any of our software related problems. Hardware related problems 
were only likely occur during the construction of the kiosk, and were handled using a standard 
troubleshooting approach to issue resolution. For long term support, a troubleshooting and maintenance 
guide would be written to provide solutions for anticipated problems. 
 
5.5.1 Integration of Components 
 
Initial development of the kiosk was done before the web or API servers. As such, system integration was 
not built inherently into the system. Rather, integration happened "post-hoc"; the API server was 
operating and conforming to tests before the kiosk or web server began querying it. Kiosk integration was 
achieved through the development of the APIController.java class, which provided an API for accessing 
the API server within the Java code deck. Periodic changes to the APIController code were necessary as 
the API was modified to enhance performance, security, and organization. Integration of the web server 
was more or less built-in, due to the existence of the API server at the first stages of developing the web 
server. Additionally, since both the web server and the API server utilize Node.js and Express.js, much of 
the code of the API server could be reused in portions of the web server. 
 
Integration of CIT services was more cumbersome than integrating our own system components. In our 
original project proposal, the CBORD database was going to be accessed using an API published by 
CBORD. Unfortunately, the cost of licensing the API was prohibitively expensive for our project, and 
had to ultimately be reconsidered. Instead, we integrated by having a one-way data push from the 
CBORD database to our API server, which would cache that data in a MongoDB collection. A long-term 
sustainable and reliable system would automate the process of dumping data from the CBORD database 
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into our API server: perhaps a regularly scheduled cron job would export the CBORD database into a 
CSV file, and then securely copy that file over to our server. 
 
In the end, the ADFS system was not integrated into our system. Although we researched how to use 
SAML 2.0 compliant authentication schemas, without concrete details from CIT or any documentation on 
how to issue or verify Authentication Tokens, we were unable to accomplish even the groundwork for 
integration with ADFS. As discussed previously, this compromised the security integrity of the web 
server, dooming its usability in our final system. 
 
5.5.2 API Server Testing 
 
API functionality is assessed by whether or not the outputs of the system correspond to the API 
specification document. Our team uses simple CURL commands to debug server behavior, to visually 
verify server performance. System stability can be verified by accessing the logs, which are managed 
using the winston logging software. These logs contain all essential data for identifying problems in both 
development and production environments. When adverse behavior was encountered on the website or 
kiosk, API logs were checked to determine if the problem was caused by a mistake on the API server or 
by a misinterpretation of the API specification document. 
 
5.5.3 Website Testing 
 
While preparing for ADFS access we designed a basic web site to test appearance and data output. Only 
basic testing was run to show that the website could access the API server and correctly display the test 
information it received. While our team originally planned to design for both mobile and desktop access, 
this was not fully implemented before the website was abandoned due to security concerns. 
 
5.5.4 Kiosk Testing 
 
Kiosk testing was done throughout development. Individually functioning elements could immediately be 
tested as they were finished with print statements in the console and basic functionality testing by 
humans. The elements were then integrated into the final project. After integration, the code was tested 
running on the Raspberry Pi to ensure the limited computing power and different operating system did not 
change the performance of the application. As the product was finished a full test through all menus and 
buttons was run to ensure the pieces function properly as a whole unit. The final test of the project was 
extended, continuous use of the system on Senior Design Night by a variety of students and faculty.  
 
5.5.5 System Debugging 
 
Debugging was primarily accomplished through the usage of print statements and log files. The API 
server maintained particularly verbose logging, due to the difficulty of fully debugging the JavaScript 
environment. However, the node-debug module was useful for walking through particular code bases, 
especially while debugging the execution of routing software in the Express routing. 
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Log files are maintained until considered irrelevant, and dumped. Although no particular maintenance 
window was set by the team, a BASH script was written for rotating logs and deleting old logs. This 
script could be run automatically by the cron utility on any particular time scale, whether weeks, days, or 
months, to save data space from outdated logs while also retaining enough logs for debugging. With every 
logged action taking 100 bytes of memory, the logs could last for hundreds of thousands of actions (API 
requests) without becoming too large to maintain. Assuming half of Calvin students check our system 
every day, which is likely a liberal estimate, the system could maintain several months or years of logs 
without running out of memory. 
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6 Business Plan 
6.1 Kiosk Cost Estimate  
Table 4 shows the estimated budget for components and materials at the beginning of the project and the 
current status of the budget according to our current design decisions. 
 

Table 4: Cost of Components and Materials 
Component Approximate Price Selected Component Actual Price 
Controller: $100 Raspberry Pi 3 Model B $60 
Touch Screen: $250 15-Inch 5-wire Resistive Touch LCD 

Touch Screen Monitor (4:3) $200 
Stripe Reader: $75 MagTek SureSwipe 21040140 $50 
Tap Reader: $50 [Not utilized in final project] $0 
Case (Materials): $50 Itemized Below: $95 
   Wood  Birch Plywood $50 
   Paint  Lowe’s Paint $30 
   Hinges &  
   Latch  Lowe’s Hardware $15 
Total: $525  $405 

 
 
If demand for the services proved by this kiosk rises beyond the capacities of a single kiosk or it would be 
valuable to have more locations spread out around campus, it will be cost effective to assemble new 
copies. With all of the design work finished and working software that could be loaded onto a new 
machine, building additional kiosks would be cheap. Wiring diagrams, software and designs will be left 
behind with clear instructions, demonstrating how to assemble a new kiosk. 
 
6.2  Server Hosting Cost Estimate 
 
The API server would eventually need to be hosted by a long-term partner, which would incur some 
hosting charges. Neither CIT nor the CS department provided estimates of how much this would cost, but 
the design team can make some estimates. If the system is run on a virtual machine which takes one-
quarter of a rack server's resources, the system could be run for approximately $20/month. Hosting costs 
are highly sensitive to the amount of resources required, as well as the current resources available. If a 
server has spare resources, it may cost even less than $20/month to permanently run our system. If more 
resources would be required to host our server, the monthly cost could be higher. It is difficult for the 
design team to estimate the cost to Calvin for hosting our server, but the figure of $20/month is 
reasonable in lieu of specific data. 
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7 Conclusion 
 
In attempting to solve the problem of inaccessible information on campus, we developed a system 
integrating a kiosk, an API server and a website. The kiosk was displays information about students’ 
accounts as identified with their ID cards. It also provides a campus map and information about meal 
plans without requiring the user to login. The final code of the kiosk was 786 lines long. The API server 
provides the meal plan information to the kiosk and website. Its design means that expansion to multiple 
kiosks while keeping the data centralized and secure. The final code of the API server was 385 lines long. 
Third, a framework for a website which successfully displayed test data, however due to concerns about 
security it was not released to the public. The final code of the website was 409 lines long. We hope that 
we have laid a groundwork for future teams to expand and continue to develop services for Calvin’s 
Campus. 
 
Throughout the project we learned about the importance of effective communication both within our team 
and with our partners like CIT and Calvin Dining Services. We got many great ideas both for our 
implementation and future additions by talking to our partners. Thanks to our team's diverse work 
experience and skills set, we all saw different directions to take our project, as well as how to implement 
our visions for it. Through the process of turning goals into action plans, we learned to set deadlines for 
our work and ask for outside help, particularly from CIT. At the beginning of the project, we often let 
deadlines slide since we had other tasks to focus on in the meantime. As the final project due date drew 
closer, project deadlines became more important and imminent, and we adjusted our approach to set 
better expectations both internally and externally. 
 
We genuinely hope that this project will be added to and improved by CIT, future engineering senior 
design teams, or future computer science software engineering or senior project teams. To improve the 
usefulness of our current design, this project needs a dedicated server to host the API and Web servers. In 
low level software, writing drivers for the magnetic stripe reader to allow for interrupt-driven events 
instead of polling events to detect card swipes would improve performance. The website still needs to 
integrate ADFS login to authenticate users, and the web page itself still needs some design work. In order 
to expand this project, new features can be added to the kiosk and more kiosks can be placed around 
campus. The physical kiosk can be reproduced from our documented list of components and the CAD 
files for the case. In future kiosks, a wall mount design could reduce necessary materials and space. 
Additionally, the kiosk application has a template screen and controller documented to allow for easy 
additions of new features and menus.  
 
This project has been a valuable experience for all members of the design team, and has been a 
meaningful capstone for our engineering education, as well as a practical bridge into our professional 
careers. We would like to acknowledge the people who helped us during our project, and thank them for 
their guidance and support.  
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